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PROBLEM TO BE SOLVED: To permit access only to a public part before 
purchase while simultaneously distributing contents including both public and 
non-public parts from a contents provider and to freely perform access to the 
public part even when a contents recipient does not have a special program. 
SOLUTION: A contents provider 101 classifies contents 111 into public part 
(public contents 113) and non-public part (non-public contents 114) and after 
only the non-public contents 114 are enciphered, contents 116 for distribution 
are prepared by combining the enciphered non-public contents 115, copyright 
managing information 112 and the public contents 113. Then a user, who 
receives the contents 116, can freely preview the public contents 113 with an 



existent viewer program and performs a purchase procedure and only a user, 
who acquires a key for deciphering the enciphered non-public contents 115, and 
restore the contents 111 even without acquiring them again. 
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CLAIMS 
[Claim(s)] 

[Claim 1] The contents creation approach which classifies contents into a open 
part and a secret part, enciphers the above-mentioned secret part, and is 
characterized by creating the contents for distribution from the management 
information about the above-mentioned contents, the secret part by which 
encryption was carried out [ above-mentioned ], and the above-mentioned open 
part and which can be exhibited partial. 

[Claim 2] The contents creation approach possible in partial public presentation 
which is the contents creation approach in which partial public presentation 
according to claim 1 is possible, and is characterized by embedding the 
above-mentioned management information and the image data equivalent to the 
secret part by which encryption was carried out [ above-mentioned ] as digital 



watermarking at the image data equivalent to the above-mentioned open part 
when the contents before a classification contain image data, in case the 
above-mentioned contents for distribution are created. 

[Claim 3] The contents creation approach possible in partial public presentation 
which is the contents creation approach in which partial public presentation 
according to claim 1 is possible, and is characterized by to distinguish the 
above-mentioned management information and the data equivalent to the secret 
part by which encryption was carried out [ above-mentioned ] from the data 
equivalent to the above-mentioned open part using a specific HTML tag when 
the above-mentioned contents contain the data of a HTML (Hyper Text Markup 
Language) format, in case the above-mentioned contents for distribution are 
created. 

[Claim 4] The contents distribution approach which is characterized by 
distributing the contents for distribution constituted about contents including the 
open part in these contents, the encryption part which enciphered the secret part 
in these contents, and the management information about these contents and 
which can be exhibited partial. 

[Claim 5] Contents which use the image data of a low resolution as a open part, 
and are characterized by distributing the contents for distribution constituted 
including the above-mentioned open part, the encryption part enciphered as the 



above-mentioned secret part, and the management information about the 
above-mentioned secret part by using the image data of high resolution as a 
secret part and which can be exhibited partial. 

[Claim 6] Contents offer side equipment and contents receiving-side equipment 
with the network system connected through the bidirectional network It is the 
approach of distributing the contents which can be exhibited partial. The 
above-mentioned contents offer side equipment The encryption part which 
enciphered the open part in these contents, and the secret part in these contents 
about contents, From the management information about these contents, create 
the contents for distribution and the above-mentioned bidirectional network is 
minded for the created contents for distribution. As opposed to the contents 
receiving-side equipment which distributed to the above-mentioned contents 
receiving-side equipment, and performed purchase procedure of contents The 
key for decoding the encryption part in the contents for distribution 
corresponding to these contents is handed over through the above-mentioned 
bidirectional network. The above-mentioned contents receiving-side equipment 
The above-mentioned contents for distribution are received from the 
above-mentioned contents offer side equipment through the above-mentioned 
bidirectional network. Reproduce the open part in these contents for distribution, 
and the above-mentioned bidirectional network is minded based on the 



management information in the above-mentioned contents for distribution. While 
performing purchase procedure about the contents with which this management 
information is related to the above-mentioned contents offer side equipment The 
above-mentioned bidirectional network is minded for the key for decoding the 
encryption part in these contents for distribution. The secret part which it 
acquires from the above-mentioned contents offer side equipment, the 
encryption part in the above-mentioned contents for distribution is decoded 
using the acquired key, and it is as a result of decode, The contents distribution 
approach which is characterized by restoring the original contents from the open 
part in the above-mentioned contents for distribution and which can be exhibited 
partial. 

[Claim 7] It is the contents distribution approach in which it is the contents 
distribution approach in which partial public presentation according to claim 6 is 
possible, and the partial public presentation characterized by the 
above-mentioned contents receiving-side equipment reproducing the contents 
restored further is possible. 

[Claim 8] It is the contents distribution approach possible in partial public 
presentation which it is the contents distribution approach in which partial public 
presentation according to claim 6 or 7 is possible, and the information which 
shows whether preservation of the contents after restoration is permitted is 



included in the above-mentioned management information, and is characterized 
by for the above-mentioned contents receiving-side equipment to save the 
restored contents further when preservation of the contents after restoration is 
permitted based on the management information in the above-mentioned 
contents for distribution. 

[Claim 9] Contents offer side equipment and contents receiving-side equipment 
are connected through a uni-directional network and a bidirectional network. The 
above-mentioned contents offer side equipment It has the 1st offer side 
equipment which creates contents, and the 2nd offer side equipment which 
distributes contents, and is constituted. The above-mentioned contents 
receiving-side equipment The 1st receiving-side equipment which receives 
contents, the 2nd receiving-side equipment which performs the purchasing 
procedure of contents, and the information processor connected with the 
receiving-side equipment of the above 1st, and the receiving-side equipment of 
the above 2nd with the network system constituted by having It is the approach 
of distributing the contents which can be exhibited partial, and sets to the 
above-mentioned contents offer side equipment. The offer side equipment of the 
above 1st The encryption part which enciphered the open part in these contents, 
and the secret part in these contents about contents, As opposed to the contents 
receiving-side equipment which created the contents for distribution and 



performed purchase procedure of contents from the management information 
about these contents The key for decoding the encryption part in the contents for 
distribution corresponding to these contents is handed over through the 
above-mentioned bidirectional network. The offer side equipment of the above 
2nd Through the above-mentioned uni-directional network, distribute the 
contents for distribution which the offer side equipment of the above 1st created 
to the above-mentioned contents receiving-side equipment, and they are set to 
the above-mentioned contents receiving-side equipment. The receiving-side 
equipment of the above 1st receives the above-mentioned contents for 
distribution from the offer side equipment of the above 2nd through the 
above-mentioned uni-directional network. The above-mentioned information 
processor While acquiring the contents for distribution which the receiving-side 
equipment of the above 1st received, reproducing the open part in these 
contents for distribution and handing over the management information in the 
above-mentioned contents for distribution to the receiving-side equipment of the 
above 2nd The secret part which the key for decoding the encryption part in 
these contents for distribution is acquired from the receiving-side equipment of 
the above 2nd, the encryption part in the above-mentioned contents for 
distribution is decoded using the acquired key, and it is as a result of decode, 
The original contents are restored from the open part in the above-mentioned 



contents for distribution. The receiving-side equipment of the above 2nd While 
performing purchase procedure about the contents with which this management 
information is related to the offer side equipment of the above 1st through the 
above-mentioned bidirectional network based on the management information 
handed over from the above-mentioned information processor The contents 
distribution approach which is characterized by handing over the key which 
acquired the key for decoding the encryption part in these contents for 
distribution from the offer side equipment of the above 1st, and acquired it 
through the above-mentioned bidirectional network to the above-mentioned 
information processor and which can be exhibited partial. 

[Claim 10] It is the contents distribution approach in which it is the contents 
distribution approach in which partial public presentation according to claim 9 is 
possible, and the partial public presentation characterized by the 
above-mentioned information processor reproducing the contents restored 
further is possible. 

[Claim 11] It is the contents distribution approach possible in partial public 
presentation which it is the contents distribution approach in which partial public 
presentation according to claim 9 or 10 is possible, and the information which 
shows whether preservation of the contents after restoration is permitted is 
included in the above-mentioned management information, and is characterized 



by for the above-mentioned information processor to save the restored contents 
further when preservation of the contents after restoration is permitted based on 
the management information in the above-mentioned contents for distribution. 
[Claim 12] The record medium which uses the image data of a low resolution as 
a open part, and is characterized by recording the contents for distribution 
constituted including the above-mentioned open part, the encryption part which 
enciphered the above-mentioned secret part, and the management information 
about the above-mentioned secret part by using the image data of high 
resolution as a secret part. 

[Claim 13] The encryption part which enciphered the open part in these contents, 
and the secret part in these contents about contents, Between the contents offer 
side equipment which distributes the contents for distribution constituted 
including the management information about these contents Are the record 
medium which recorded the program installed in the information processor 
connected and used through a bidirectional network, and the above-mentioned 
bidirectional network is minded. The processing which receives the 
above-mentioned contents for distribution from the above-mentioned contents 
offer side equipment, and reproduces the open part in these contents for 
distribution, While performing purchase procedure about the contents with which 
this management information is related to the above-mentioned contents offer 



side equipment through the above-mentioned bidirectional network based on the 
management information in the above-mentioned contents for distribution The 
above-mentioned bidirectional network is minded for the key for decoding the 
encryption part in these contents for distribution. The processing acquired from 
the above-mentioned contents offer side equipment, and the processing which 
decodes the encryption part in the above-mentioned contents for distribution 
using the acquired key, The record medium characterized by recording the 
program for realizing a means to restore the original contents, and regeneration 
which reproduces the restored contents from the secret part which it is as a 
result of decode, and the open part in the above-mentioned contents for 
distribution. 

[Claim 14] The record medium characterized by to record the program for 
realizing processing which saves the restored contents further if it is a record 
medium according to claim 13, and preservation of the contents after restoration 
is permitted based on the management information in the above-mentioned 
contents for distribution when the information which shows whether preservation 
of the contents after restoration is permitted to the above-mentioned 
management information is included. 

[Claim 15] The encryption part which enciphered the open part in these contents, 
and the secret part in these contents about contents, Between the contents offer 



side equipment which distributes the contents for distribution constituted 
including the management information about these contents The 1st equipment 
which is connected through a uni-directional network and receives the 
above-mentioned contents for distribution from the above-mentioned contents 
offer side equipment, While between the above-mentioned contents offer side 
equipment is connected through a bidirectional network and performing the 
purchasing procedure about the contents with which the management 
information in the above-mentioned contents for distribution is related to the 
above-mentioned contents offer side equipment The 2nd equipment which 
acquires the key for decoding the encryption part in these contents for 
distribution from the above-mentioned contents offer side equipment, Are the 
record medium which recorded the program installed in the information 
processor connected [ is boiled and ] and used, and the contents for distribution 
which the 1st equipment of the above received are acquired. While handing over 
the processing which reproduces the open part in these contents for distribution, 
and the management information in the above-mentioned contents for 
distribution to the 2nd equipment of the above The processing which acquires 
the key for decoding the encryption part in these contents for distribution from 
the 2nd equipment of the above, The processing which decodes the encryption 
part in the above-mentioned contents for distribution using the acquired key, The 



record medium characterized by recording the program for realizing processing 
which restores the original contents, and regeneration which reproduces the 
restored contents from the secret part which it is as a result of decode, and the 
open part in the above-mentioned contents for distribution. 
[Claim 16] The record medium characterized by to record the program for 
realizing processing which saves the restored contents further if it is a record 
medium according to claim 15, and preservation of the contents after restoration 
is permitted based on the management information in the above-mentioned 
contents for distribution when the information which shows whether preservation 
of the contents after restoration is permitted to the above-mentioned 
management information is included. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the contents creation approach 
which made it possible to exhibit partially the contents which a contents provider 
distributes. 



[0002] 

[Description of the Prior Art] In recent years, by development of computer 
technology, the spread of data broadcasting by the Internet or satellite 
communication, etc., it lets online or a certain correspondence procedure pass, 
and the opportunity to purchase an electronic filing document and the 
electronized information has increased. Moreover, the image and music data 
which were analog information came to circulate by digital media, such as an 
optical disk, conventionally. From now on, the gestalt which purchases digital 
data, such as an image and music, on networks, such as the Internet, and 
downloads them on that spot to digital are recording equipment will spread. 
[0003] For example, the service which offers charged information by data 
broadcasting by the current and Internet top or satellite communication has 
spread quickly. With such service, information conventionally offered with a 
means of communication, such as a newspaper, a magazine, and a book, is 
offered with the combination of the data of a HTML (Hyper TextMarkup 
Language) format, and image data. Easily, the data and the image data of a 
HTML format can be downloaded from the Internet, for example, receive with a 
personal computer, and can perform are recording and a display. Recently, the 
expansion card for computers which can receive data broadcasting of satellite 
communication has also appeared. 



[0004] 

[Problem(s) to be Solved by the Invention] However, a duplicate and alteration 
are preparation and digital data will be able to transmit a duplicate easily through 
a network. Therefore, when contents, such as a movie with copyright, music, an 
image, and a text, are circulated on a network as it is, there is a possibility that 
an illegal copy etc. may infringe on copyright. 

[0005] In order to keep copyright, the cure of applying a code to the whole 
contents is common. However, the enciphered contents cannot perform 
purchase procedure and cannot be expected not to acquire the key for solving a 
code. Furthermore, since it becomes impossible to offer the ingredient for 
judging whether only explanatory note extent of contents should be purchased 
when the whole contents are enciphered, it is desirable as a decision ingredient 
to exhibit some contents. 

[0006] However, when it enables it to preview some contents as a decision 
ingredient, after distributing the open part for a preview and performing purchase 
procedure first, two steps of distribution of distributing the whole (or key for 
solving what enciphered the whole contents, and its code) contents is needed, 
and the trouble that two distribution takes time amount is. 

[0007] Then, after using a code envelope, distributing the contents which consist 
of the open part for a preview, a secret part, and an conditions-of-contract part 



about purchase at a time with the technique indicated by JP, 10-401 00, A and 
performing purchase procedure in order to solve this problem for example, the 
code of a secret part is made to be solved. 

[0008] Moreover, after distributing the contents which consist of a open part 
which can be expressed [ having no key information and ] as the technique 
indicated by JP,10-11363,A, and a secret part which cannot be displayed that 
there is no key information at a time, performing purchase procedure and 
acquiring key information, this key information is used and the secret part is 
made to be displayed. 

[0009] However, with the former technique, perusal of a code envelope is to be 
performed by borrowing assistance of a graphical user interface, such as a 
correction browser which understands the structure of a code envelope, and 
performs various processings in the receiving side of contents in the latter 
technique according to the contents of the program by which CPU is stored in 
the contents which received. 

[0010] Namely, if both technique does not understand the data format of 
contents, not only a secret part but also a open part can reproduce it no longer. 
[0011] On the other hand, while the purpose of this invention distributes the 
contents in which a contents provider contains both a open part and a secret part 
at a time, even if the contents addressee does not have a special program in that 



case, it is especially to enable it to reproduce a open part freely, while enabling it 

to access only a open part before purchase. 

[0012] 

[Means for Solving the Problem] In order to attain the above-mentioned purpose, 
in this invention, contents are classified into a open part (for example, for a 
preview), and a secret part (for example, for purchase) before distribution, only 
the above-mentioned secret part is enciphered, and the contents for distribution 
are created from three which added the management information (for example, 
copyright management information) about these contents. 
[0013] For example, when the original contents contain image data, the 
above-mentioned management information and the image data equivalent to the 
secret part by which encryption was carried out [ above-mentioned ] can be 
embedded as digital watermarking at the image data equivalent to the 
above-mentioned open part. 

[0014] moreover - for example, when the original contents contain the data of a 
HTML format, the above-mentioned management information and the data 
equivalent to the secret part by which encryption was carried out 
[ above-mentioned ] can be distinguished from the data equivalent to the 
above-mentioned open part using a specific HTML tag. 

[0015] Therefore, the top which can preview a open part freely using the existing 



viewer program suitable for the data format of the contents which received, even 
if the user does not have a special program, when it actually purchases, he does 
not need to acquire the original contents again. 
[0016] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention 
is explained with reference to a drawing. 

[0017] As for this operation gestalt, a contents provider contents A open part 
(open contents with which a preview is specifically provided for nothing), Classify 
into a secret part (secret contents with which purchase is specifically provided 
for pay), and only secret contents are enciphered. The contents for distribution 
are created and it is made to distribute from three which added the management 
information (specifically copyright management information) about these 
contents. 

[0018] Especially this operation gestalt enables it to preview open contents 
freely using the existing viewer program suitable for the data format of the 
contents which received, even if the user who received the contents for 
distribution does not have a special program. 

[0019] Drawing 1 is the explanatory view showing the flow of creation of the 
contents distributed. 

[0020] In drawing 1 , the secret contents as which copyright management 



information and 1 13 were enciphered for the contents which 111 becomes origin, 
and 112, and secret contents and 115 were enciphered for open contents and 
114, and 1 16 are the contents for distribution. 

[0021] Here, "contents" shows online media like the electronic publishing object 
which consists of image data, data of a HTML format, or a thing that combined 
these. And the information used for processing of the information for identifying 
these contents, an access control, accounting, etc. is added to the contents 
which are online media. Such information is the information called "copyright 
management information." 

[0022] As shown in drawing 1 , a contents provider classifies these contents 111 
into the open contents 113 exhibited for nothing and the secret contents 114 
which are not exhibited for nothing first while generating the copyright 
management information 112 about contents 111 (step 101) (step 102). 
[0023] Then, a contents provider enciphers the secret contents 114 (step 103), 
and creates the enciphered secret contents 115. 

[0024] Finally, a contents provider compounds the copyright management 
information 112, the open contents 113, and the enciphered secret contents 115 
(step 104), and creates the contents 116 for distribution. 

[0025] That is, the contents 1 16 for distribution concerning this operation gestalt 
contain the non-enciphering contents (open contents) 113, the copyright 



management information 112, and the encryption contents (enciphered secret 
contents) 115, as shown in drawing 2 . 

[0026] In addition, "image data" is image data electronized in data format, such 
as GIF (Graphics Interchange Format) and JPEG (Joint Photographic Experts 
Group), and "the data of a HTML format" is data in which the format, the attribute, 
etc. of a document are shown with the HTML tag. 

[0027] Then, when contents 111 are image data, the classification in step 102 
can make the open contents 113 the low resolving information on the image, and 
can make the secret contents 114 the high resolving information on the image (it 
is equivalent to the image data of the contents 111 of a dimension in many 
cases.). 

[0028] Moreover, when contents 111 are image data, suppose the composition 
in step 104 that the copyright management information 112 and the enciphered 
secret contents 115 are embedded to the open contents 113 using the technique 
of digital watermarking. Here, since a "digital-watermarking technique" is a 
technique which embeds another data as digital watermarking into image data 
using a special approach and is a well-known technique, explanation is omitted. 
With the naked eye, the difference cannot check the image data processed 
using the digital-watermarking technique, and the original image data. 
[0029] Moreover, when contents 111 are data of a HTML format, suppose the 



composition in step 104 that a specific tag is attached to the enciphered secret 
contents 115. Here, "a HTML tag" is a special notation to show attributes, such 
as format, a color, and edit, to a text. The specific tag in which the text which is 
not displayed when a document is seen by the HTML viewer is shown is in a tag. 
[0030] It is possible to create by this, the contents 116 for distribution which 
prevented from accessing only the open contents 113, while both the open 
contents 1 13 and the secret contents 114 are included. 

[0031] Now, the example of a configuration of the network system with which the 
contents 116 created by doing in this way are distributed is explained. 
[0032] Drawing 3 is the explanatory view showing the example of a configuration 
of the network system concerning this operation gestalt. 

[0033] Drawing 3 shows the example of a configuration in case distribution of 
contents 116 is performed in a bidirectional network. 

[0034] As for contents providers, such as a WWW (World Wide Web) server to 

which 301 performs creation and distribution of contents 116, and 302, in 

drawing 3 , bidirectional networks, such as the Internet and a telephone network, 

and 303 are information processors, such as a personal computer. 

[0035] Drawing 4 is the hardware configuration Fig. of an information processor 

303. 

[0036] For a hard disk (HDD) and 403, as for a network interface (l/F) and 405, in 



drawing 4 , memory and 404 are [ 401 / CPU and 402 / an input unit and 406 ] 
displays. 

[0037] The information processor 303 serves as the same hardware 
configuration as the existing personal computer. Actuation concerning this 
operation gestalt is software-ized, it is installed in HDD402 with the gestalt of a 
program, and CPU401 is realized by loading and performing a program in 
memory 403. 

[0038] Drawing 5 is a functional block diagram concerning this operation gestalt. 
[0039] For the contents reception section and 502, as for the purchase 
processing section and 504, in drawing 5 , the data display processing section 
and 503 are [ 501 / authentication and the key share processing section, and 
505 ] the decryption processing sections. 

[0040] These functional block is realized by a program being performed. 
[0041] The contents reception section 501 is functional block which receives 
contents (the usual contents other than contents 116 are also included.), and the 
data display processing section 502 is functional block which reproduces 
contents. Moreover, the purchase processing section 503 is functional block 
which performs purchase processing of the original contents 111, authentication 
and the key share processing section 504 are functional block which performs 
the key acquisition for decoding a code at the time of purchase processing, and 



the decryption processing section 505 is functional block which decodes the 
enciphered secret contents 115 using the acquired key. 

[0042] In addition, the data display processing section 502 is equivalent to the 
function of the existing viewer program, can divert the existing program to which 
the contents reception section 501 , authentication and the key share processing 
section 504, and the decryption processing section 505 also achieve each 
function, and can be realized. 

[0043] Now, it explains below that the actuation at the time of it restoring the 
original contents 111 and being reproduced after an information processor 303 
reproduces open contents 113 received part of contents 116 and performs 
purchase processing flows using drawing 6 and drawing 7 . 
[0044] As shown in drawing 6 , if the contents reception section 501 receives 
contents 116 in an information processor 303 according to the contents 
reception directions from a user (step 601), the data display processing section 
502 will display the contents 116 which received on a display 406 (step 602). In 
addition, the contents displayed at this time are only the open contents 113. 
[0045] Here, a user looks at the displayed open contents 113, and when it is 
thought that he wants to purchase the contents 111 whole of origin also 
including the secret contents 114, contents purchase directions are inputted 
from an input unit 405. Then, it is desirable that the explanatory note of the 



contents of the secret contents 114, the actuation explanatory note for 
purchasing the secret contents 114, etc. are contained in the open contents 113. 
[0046] If the contents purchase directions from a user are inputted, in an 
information processor 303, the purchase processing section 503 will perform 
purchase processing (step 603). In purchase processing of step 603, since the 
original contents 111 are restored so that it may mention later, the data display 
processing section 502 displays the restored contents 111 on a display 406 
(step 604). 

[0047] in addition, when the information on whether a permission is granted or 
not can be included and saving the restored contents 111 at HDD402 is carried 
out in this way, as for the data display processing section 502, preservation is 
permitted to the copyright management information 112 with reference to this 
information - if it becomes, contents 111 are saved at HDD402 and preservation 
is not permitted - if it becomes, it will be made to perform only the display of 
contents 1 1 1 at step 604. This becomes possible to prevent unlawful access to 
the illegal copy and the secret contents 1 14 of the secret contents 114. 
[0048] Drawing 7 is the explanatory view showing the flow of purchase 
processing. 

[0049] In drawing 7 , the contents to which 116 was distributed, the contents 
(secret contents) by which, as for encryption contents (enciphered secret 



contents) and 711, the key was decoded, and, as for copyright management 
information and 115, the code was decoded [ 1 13 ] for non-enciphering contents 
(open contents) and 112, as for 114, and 111 are the contents of the restored 
origin. 

[0050] If the contents purchase directions from a user are inputted, as shown in 
drawing 7 , in an information processor 303, the purchase processing section 
503 will extract the non-enciphering contents 113, the copyright management 
information 112, and the encryption contents 115 from contents 116 first (step 
701). 

[0051] Then, the purchase processing section 503 requires that the key for 
decoding the encryption contents 115 should be acquired to authentication and 
the key share processing section 504 according to the copyright management 
information 112. Through network I/F404 and the bidirectional network 302, the 
authentication and the key share processing section 504 which received the 
demand exchange among the contents providers 101, and acquires a key 711 
(step 702). 

[0052] Then, the purchase processing section 503 requires that a code should 
be decoded using a key 71 1 from the decryption processing section 505. The 
decryption processing section 505 which received the demand generates the 
contents 1 14 which decode the encryption contents 115 (step 703) and by which 



the code was decoded using a key 71 1 . 

[0053] Finally, the purchase processing section 503 restores the original 
contents 111 from the non-enciphering contents 113 and the contents 114 by 
which the code was decoded (step 704). 

[0054] Here, the exchange performed between authentication and the key share 
processing section 504, and the contents provider 101 is explained briefly. 
[0055] First, the copyright management information 112 is transmitted from 
authentication and the key share processing section 504 to the contents provider 
101, and the information required for purchase on the same purchaser 
information, same remittance approach information, etc. as the case where it is 
exchanged by the mail order is transmitted. 

[0056] Since the identification information of contents 1 1 1 is contained in the 
copyright management information 112, the contents provider 101 can identify 
the contents 111 purchased. So, when the contents provider 101 permits the 
purchase of contents 111, the key 71 1 for decoding the encryption part in the 
contents 111 for purchase from the contents provider 101 to authentication and 
the key share processing section 504 is transmitted. 

[0057] As explained above, according to this operation gestalt, the contents 
provider 101 can be enabled it to access only the open contents 113, distributing 
the contents 116 which divide contents 111 into the open contents 113 and the 



secret contents 114, and contain both contents 113,114 at a time. Furthermore, 
it is impossible to access the secret contents 114 for example, even if contents 
116 are copied illegally. 

[0058] Especially, according to this operation gestalt, when contents 116 are 
received, even if it does not have a special program, using the existing viewer 
program suitable for the data format of contents 1 16, a user can display only the 
open contents 113 and can preview freely. Moreover, even if it copies contents 
116 illegally and passes others, similarly the man cannot access the secret 
contents 1 14. 

[0059] Furthermore, according to this operation gestalt, it is not necessary to 
newly acquire the original contents 111, purchase procedure is only performed, 
and a user can restore and display the original contents 111, in case the original 
contents 111 are purchased. Furthermore, the contents provider 101 can 
prevent unlawful access to the encryption contents 115, and the illegal copy of 
the original contents 1 1 1 in that case. 

[0060] By the way, although drawing 3 showed the example of a configuration of 
a network system in case distribution of contents 116 is performed in a 
bidirectional network, distribution of contents 116 is able to be made to be 
performed in uni-directional networks, such as a broadcast network. 
[0061] The example of a configuration of a network system when distribution of 



contents 116 is made to be performed in a uni-directional network is shown in 
drawing 8 . It ****, and since it is necessary to use a bidirectional network, it is 
the exchange in the case of purchase processing with the configuration linked to 
both networks. 

[0062] As for the broadcasting station where contents providers, such as a 
WWW server to which 801 creates contents 116, and 802 distribute contents 
116, and 803, in drawing 8 , uni-directional networks, such as a satellite 
communication network, and 804 are bidirectional networks, such as the Internet 
and a telephone network. 

[0063] Moreover, in drawing 8 , 805 is authentication and key share equipment, 
806 is a contents receiving set, and 807 is information processors, such as a 
personal computer. 

[0064] For example, when the uni-directional network 803 is a satellite 
communication network, by the contents receiving set 806 being equivalent to a 
satellite antenna and a tuner, it can consider as the goods gestalt which carries 
out the option of authentication and the key share equipment 805 independently, 
or can consider as the goods gestalt included in the same case as a tuner, or the 
actuation can be software-ized, and it can consider as a goods gestalt which is 
the program installed in an information processor 807. 

[0065] Since direct continuation of the different point from the configuration 



which showed the hardware configuration of an information processor 807 to 
drawing 9 , and was shown in drawing 4 has not been carried out to the 
bidirectional network 804 at a point and a list equipped with device I/F901 
between authentication, key share equipment 805, and the contents receiving 
set 806, it is a point which does not need to be equipped with network I/F404. 
[0066] In an information processor 807, actuation other than actuation 
concerning the authentication and the key share equipment 805 of the actuation 
concerning this operation gestalt, and the contents receiving set 806 is 
software-ized, and is installed in HDD402 with the gestalt of the program 
performed by CPU401. Moreover, in an information processor 807, actuation 
concerning the exchange between authentication, key share equipment 805, 
and the contents receiving set 806 is software-ized, and is installed in HDD402 
with the gestalt of the program performed by CPU401 . 

[0067] Moreover, the hardware configuration of authentication and key share 
equipment 805 can be considered as the configuration equipped with MPU1001, 
ROM 1002, and network I/F1003, as shown in drawing 10 . 
[0068] In authentication and key share equipment 805, it is software-ized, and 
actuation other than actuation concerning the contents receiving set 806 of the 
actuation concerning this operation gestalt and an information processor 807 is 
the gestalten of the program performed by MPU1001, and is stored in ROM1002. 



[0069] In addition, although it does not illustrate especially since the same 
hardware configuration as the existing contents receiving set is sufficient as the 
hardware configuration of the contents receiving set 806, it has MPU and a ROM, 
and actuation other than actuation concerning the authentication and the key 
share equipment 805 of the actuation concerning this operation gestalt, and an 
information processor 807 is software-ized, and it is a gestalt of the program by 
which MPU performs, and, in addition to the hardware of dedication concerning 
reception of contents, is stored in a ROM. Moreover, the contents receiving set 
806 is equipped also with l/F between information processors 807 with the 
natural thing. 

[0070] A functional block diagram when distribution of contents 116 is made to 
be performed in the uni-directional network 803 is shown in drawing 1 1 . 
[0071] drawing 11 — setting — 1101 — for the purchase processing section and 
1104, as for the contents receiving device control section and 1106, the 
decryption processing section and 1 105 are [ the contents reception section and 
1 102 / the data display processing section and 1 103 / authentication and the key 
share device control section, and 1107 ] authentication and the key share 
processing section. 

[0072] These functional block is realized by a program being performed. 

[0073] The contents reception section 1101 is functional block which receives 



contents (the usual contents other than contents 116 are also included.) like the 
contents reception section 501, and the data display processing section 1102 is 
functional block which reproduces contents like the data display processing 
section 502. The purchase processing section 1103 is functional block which 
performs purchase processing of the original contents 111 like the purchase 
processing section 503. Moreover, authentication and the key share processing 
section 1107 It is functional block which performs the key acquisition for 
decoding a code at the time of purchase processing like authentication and the 
key share processing section 504, and the decryption processing section 1 104 is 
functional block which decodes the secret contents 115 enciphered like the 
decryption processing section 505 using the acquired key. Moreover, the 
contents receiving device control section 1 105 is functional block which controls 
the contents receiving set 806, and authentication and the key share device 
control section 1106 are functional block which controls authentication and key 
share equipment 805. 

[0074] In addition, like the data display processing section 502, the data-display 
processing section 1102 is equivalent to the function of the existing viewer 
program, can divert the existing program to which the contents reception section 
1101, authentication and the key share processing section 1105, and the 
decryption processing section 1 1 04 as well as the contents reception section 



501, authentication and the key share processing section 504, and the 
decryption processing section 505 achieve each function, and can realize. 
[0075] Now, it explains below that the actuation at the time of it restoring the 
original contents 111 and being reproduced after an information processor 807 
reproduces open contents 113 part of contents 116 which used the contents 
receiving set 806 and was received and performs purchase processing using 
authentication and key share equipment 805 flows using drawing 12 . 
[0076] As shown in drawing 12 , if a user inputs list display directions of the 
contents which can receive in an information processor 807, it will be required 
that the contents receiving device control section 1 105 should transmit the list of 
the contents which can receive to the contents receiving set 806 through device 
I/F901 (step 1201). 

[0077] In the contents receiving set 806 which received the demand, the 
contents receiving receive section 1101 creates the list of the contents which 
can receive (step 1202), and transmits to an information processor 807 through 
own l/F (step 1203). 

[0078] In the information processor 807 which received the list of the contents 
which can receive, the data display processing section 1102 displays the 
received list on a display 406 (step 1204). 

[0079] Here, a user looks at the displayed list, and when it is thought that he 



wants to receive contents 116, contents reception directions are inputted from 
an input unit 405. If the contents reception directions from a user are inputted, in 
an information processor 807, it will be required that the contents receiving 
device control section 1105 should transmit the contents 116 which the user 
wished to the contents receiving set 806 through device I/F901 (step 1205). 
[0080] In the contents receiving set 806 which received the demand, the 
contents receiving receive section 1101 receives contents 116 (step 1206), and 
transmits to an information processor 807 through own l/F (step 1207). 
[0081] In the information processor 807 which received contents 116, the data 
display processing section 1102 displays the contents 116 which received on a 
display 406 (step 1208). In addition, the contents displayed at this time are only 
the open contents 113. 

[0082] Here, a user looks at the displayed open contents 113, and when it is 
thought that he wants to purchase the contents 111 whole of origin also 
including the secret contents 114, contents purchase directions are inputted 
from an input unit 405. Then, it is desirable that the explanatory note of the 
contents of the secret contents 114, the actuation explanatory note for 
purchasing the secret contents 114, etc. are contained in the open contents 113. 
[0083] If the contents purchase directions from a user are inputted, in an 
information processor 807, the purchase processing section 1103 will perform 



purchase processing (step 1209). 

[0084] Although purchase processing of step 1209 is the same as the purchase 
processing explained using drawing 7 , authentication and the key share device 
control section 1106 control authentication and key share equipment 805, and it 
differs in that authentication and the key share processing section 1107 of 
authentication and key share equipment 805 are made to perform the exchange 
between the contents providers 101. 

[0085] Like the purchase processing which also explained purchase processing 
of step 1209 using drawing 7 , since the original contents 111 are restored, the 
data display processing section 1102 displays the restored contents 111 on a 
display 406 (step 1210). 

[0086] Like ****, in addition, to the copyright management information 112 When 
the information on whether a permission is granted or not can be included and 
saving the restored contents 1 1 1 at HDD402 is carried out in this way as for the 
data display processing section 1 102, preservation is permitted with reference to 
this information — if it becomes, contents 111 are saved at HDD402 and 
preservation is not permitted if it becomes, it will be made to perform only the 
display of contents 1 1 1 at step 1210. This becomes possible to prevent unlawful 
access to the illegal copy and the secret contents 1 14 of the secret contents 114. 
[0087] Moreover, the contents 116 which received are stored in memory 403, 



and after waiting for the input of the contents display directions from a user, you 
may make it express as step 1208 and step 1210. 

[0088] Furthermore, the display of step 1210 does not necessarily need to be 
displayed by the information processor 807 which restores contents 111, if a 
home server etc. is taken into consideration. 
[0089] 

[Effect of the Invention] Contents can be distributed freely, without fearing an 
illegal copy and unlawful access according to this invention, since it becomes 
able [ to access only a open part ] to enable it before purchase while a contents 
provider distributes the contents containing both a open part and a secret part at 
a time as explained above. 

[0090] It is not necessary to acquire contents new even if the contents 
addressee does not have a special program, when according to this invention 
open contents can be freely accessed using the existing viewer program suitable 
for the data format of contents (preview) and it actually opts for purchase, 
purchase procedure is only performed especially, and the purchased contents 
can be accessed. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The explanatory view showing the flow of creation of the contents 
distributed. 

[Drawing 2] The explanatory view showing the data configuration of the contents 
distributed. 

[Drawing 3] The explanatory view showing the example of a configuration of the 
network system concerning this operation gestalt. 

[Drawing 4] The hardware configuration Fig. of an information processor. 
[Drawing 5] The functional block diagram concerning this operation gestalt. 
[Drawing 6] The explanatory view showing the flow of the actuation at the time of 
it restoring the original contents and being reproduced after an information 
processor reproduces the received open contents part of contents and performs 
purchase processing. 

[Drawing 7] The explanatory view showing the flow of purchase processing. 
[Drawing 8] The explanatory view showing the example of a configuration of a 
network system when distribution of contents is made to be performed in a 
uni-directional network. 

[Drawing 9] The hardware configuration Fig. of an information processor when 



distribution of contents is made to be performed in a uni-directional network. 
[Drawing 10] The hardware configuration Fig. of authentication and key share 
equipment when distribution of contents is made to be performed in a 
uni-directional network. 

[Drawing 11] A functional block diagram when distribution of contents is made to 
be performed in a uni-directional network. 

[Drawing 12] The explanatory view showing the flow of the actuation at the time 
of it restoring the original contents and being reproduced after an information 
processor reproduces the open contents part of contents received using the 
contents receiving set and performs purchase processing using authentication 
and key share equipment. 
[Description of Notations] 

111 — The contents, 112 which become origin — Copyright management 
information, 113 — Open contents, 114 - Secret contents, 115 - Enciphered 
secret contents, 116 — The contents, 301 which are actually distributed -- 
Contents provider, 302 - A bidirectional network, 303 - An information 
processor, 401 - CPU, 402 - A hard disk (HDD), 403 - Memory, 404 - Network 
interface (l/F), 405 — An input unit, 406 — A display, 501 — Contents reception 
section, 502 — The data display processing section, 503 — The purchase 
processing section, 504 - Authentication and the key share processing section, 



505 — The decryption processing section, 71 1 — A key, 801 — Contents provider, 
802 — A broadcasting station, 803 — A uni-directional network, 804 — 
Bidirectional network, 805 - Authentication and key share equipment, 806 - A 
contents receiving set, 807 - Information processor, 901 — A device interface 
(l/F), 1001 - MPU, 1002 - ROM, 1003 - A network interface (l/F), 1101 - 
Contents reception section, 1102 [ — The contents receiving device control 
section, 1 106 / — Authentication and the key share device control section, 1 107 / 
— Authentication and the key share processing section. ] — The data display 
processing section, 1103 — The purchase processing section, 1104 — The 
decryption processing section, 1105 
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